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NOTE: couri er font isused to indicate entries to be typed at the keyboard, UNIX
commands, file and directory names, and screen text. For example:

Thefileislocated inthe DI | _DEV directory.

1. System Overview

This Defense Information Infrastructure (DIl) Common Operating Environment (COE) Kernel
Patch 3 tape (Solaris 2.5.1) contains patches to the operating system (see Section 6, Solaris Patch
List) and supports installation on systems that do not have ahost narme. | e0 file. Previous
installations failed to install without the host nane. | e0 file.

Patch 3 can be loaded on an existing DIl COE 3.0.0.3 system or as part of a destructive
installation. Refer to DIl COE Version 3.0.0.3 Kernel Installation Guide (Solaris 2.5.1) for more
information about destructive instalations. In the case of a destructive installation, there would be
no reason to install 3.0.0.3P1 because the Patch 3 tape supercedes 3.0.0.3P1. The only reason to
load the Patch 3 tape on an existing DIl COE 3.0.0.3 system would be to obtain the additiona
Solaris OS patches.

2. Referenced Document
The following document is referenced in this Version Description Document:
C DI1.3003.Final.Sol251.1G-1, Defense Information Infrastructure (DIl1) Common

Operating Environment (COE) Kernel Installation Guide (Solaris 2.5.1) FINAL Version
3.0.0.3, October 29, 1996.
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3. Version Description

31 Inventory of Materials Released

C Magnetic media: Two 8mm tapes consisting of arelative tar of the DIl COE Kernel
Patch 3, Version 3.0.0.3 (Solaris 2.5.1)

C Soft-copy Documentation: One 3.5" floppy diskette (WordPerfect 6.0 for Windows
format) containing the Defense Information Infrastructure (DI11) Common Operating
Environment (COE) Version 3.0.0.3 Version Description Document for the Kernel
Patch 3 (Solaris 2.5.1), Document Control No. DI1.3003P3.Sol251.KernelP3.VDD-1,
July 22, 1997

C Hard-copy Documentation: Two hard copies of the aforementioned Version Description
Document.

3.2 Softwar e Changes

DIl COE Version 3.0.0.3Kernel (Solaris2.5.1) Software Changes

Total Software Changes: [2]

INRI Number: RTO00001713
Agency Number: N/A
Short Description: Solarisinstall failed on machinesthat have aL AN interface other than 1e0.

Long Description: Theingt.dii script hung on machines with aLAN interface other than 1€0. The script attempted to
awk thefile hostname.le0. If the LAN interface was not €0, then this file did not exist, which caused ingt.dii to hang.
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DIl COE Version 3.0.0.3Kernel (Solaris2.5.1) Software Changes

INRI Number: RTO000001845

Agency Number: N/A

Short Description: Updated the Solaris OS with the latest recommended and Security OS patches.

Long Description: Updated the Solaris OS with the latest recommended and Security OS patches.

Solaris Patch List:
Patch Name Synopsis
103461-15 Motif 1.2.3 Runtime library patch.
103558-07 SunOS 5.5.1: admintool patch.
103582-10 SunOS 5.5.1: /kernel/drv/tcp patch.
103591-07 SunOS 5.5.1: /kernel/fs/ufs and /usr/lib/fs/ufs/fsck fixes.
103594-09 SunOS 5.5.1: /usr/lib/sendmail fixes.
103600-14 SunOS 5.5.1: nfs, tlimod and rpcmod patch.
103612-23 SunOS 5.5.1: libe, libndl, nis_cachemgr and rpc.nisd patch.
103630-06 SunOS 5.5.1: ip ifconfig arp udp icmp patch.
103640-08 SunOS 5.5.1: kernel patch.
103663-07 SunOS 5.5.1: libresolv, in.named, named-xfer, ndookup and test.
103680-01 SunOS 5.5.1: nscd/nscd_nischeck rebuild for BIND 4.9.3.
103686-02 SunOS 5.5.1: rpc.nisd_resolv patch.
103696-02 SunOS 5.5.1: /shin/su and /usr/bin/su patch.
103817-01 SunOS 5.5.1: rdist suffers from buffer overflow.
103866-02 SunOS 5.5.1: BCP (binary compatihility) patch.
103934-04 SunOS 5.5.1: kernel/drv/isp patch.
103959-03 SunOS 5.5.1: Ip patch.
104010-01 Sun0S 5.5.1: VolMgt Patch.
104266-01 SunOS 5.5.1: inetd patch.
104317-01 SunOS 5.5.1: nfsd patch.
104331-01 SunOS 5.5.1: rpchind patch.
104334-01 SunOS 5.5.1: lockd patch.
104433-03 SunOS 5.5.1: pam security patch.
104613-01 SunOS 5.5.1: /usr/lib/newsyslog patch.
104654-02 SunOS 5.5.1: automountd patch.
104692-01 SunOS 5.5.1: usr/shin/in.talkd patch.
104708-02 SunOS 5.5.1:s3d, pIn, soc, ssaadm, and ssafirmware patch.
104735-02 SunOS 5.5.1: platform/sundnmvkernel/drv/sx patch.
104736-01 SunOS 5.5.1: usr/bin/csh patch.
104776-01 SunOS 5.5.1: libvolmgt patch.
104893-01 SunOS 5.5.1: kernel/sys/c2audit patch.
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4. Known Problemsand Errors

None.

5. Release Notes
1 The patch list may not contain all of the recommended Solaris patches because
some may have become obsolete and been rolled into later versions.

2. This patch supercedes DIl COE Kernel Patch 1 Version 3.0.0.3P1 (Solaris 2.5.1).

6. SolarisPatch List

Patch Name Synopsis

103461-15 Motif 1.2.3 Runtime library patch.

103558-07 SunOS 5.5.1: admintool patch.

103582-10 SunOS 5.5.1: /kernel/drv/tcp patch.

103591-07 SunOS 5.5.1: /kernel/fs/ufs and /usr/lib/fs/ufs/fsck fixes.

103594-09 SunOS 5.5.1: /usr/lib/sendmail fixes.

103600-14 SunOS 5.5.1: nfs, tlimod and rpcmod patch.

103612-23 SunOS 5.5.1: libe, libndl, nis_cachemgr and rpc.nisd patch.

103630-06 SunOS 5.5.1: ip ifconfig arp udp icmp patch.

103640-08 SunOS 5.5.1: kernel patch.

103663-07 SunOS 5.5.1: libresolv, in.named, named-xfer, ndookup and test.

103680-01 SunOS 5.5.1: nscd/nscd_nischeck rebuild for BIND 4.9.3.

103686-02 SunOS 5.5.1: rpc.nisd_resolv patch.

103696-02 SunOS 5.5.1: /shin/su and /usr/bin/su patch.

103817-01 SunOS 5.5.1: rdist suffers from buffer overflow.

103866-02 SunOS 5.5.1: BCP (binary compatihility) patch.

103934-04 SunOS 5.5.1: kernel/drv/isp patch.

103959-03 SunOS 5.5.1: Ip patch.

104010-01 Sun0S 5.5.1: VolMgt Patch.

104266-01 SunOS 5.5.1: inetd patch.
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Patch Name Synopsis
104317-01 SunOS 5.5.1: nfsd patch.

104331-01 SunOS 5.5.1: rpchind patch.

104334-01 SunOS 5.5.1: lockd patch.

104433-03 SunOS 5.5.1: pam security patch.

104613-01 SunOS 5.5.1: /usr/lib/newsysog patch.
104654-02 SunOS 5.5.1: automountd patch.

104692-01 SunOS 5.5.1: usr/shin/in.talkd patch.

104708-02 SunOS 5.5.1:s3d, pIn, soc, ssaadm, and ssafirmware patch.
104735-02 SunOS 5.5.1: platform/sundmvkernel/drv/sx patch.
104736-01 SunOS 5.5.1: usr/bin/csh patch.

104776-01 Sun0S 5.5.1: libvolmgt patch.

104893-01 SunOS 5.5.1: kernel/sys/c2audit patch.
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